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Executive Summary
- Title: USMC Electronic Warfare 2025: Trading Expertise for Advanced Technology
" Author: Major Zeb Gosik, United States Marine Corps

Thesis: This paper explains why the planned Marine Corps transition to the F-35 Joint Strike
Fighter (JSF) and use of Unmanned Aircraft Systems (UAS) to conduct Electronic Warfare
(EW) for the Marine Air Ground Task Force (MAGTF) after 2019 will deplete the USMC of its
subject matter experts and create a need for external support to carry out the EW mission.

- Discussion: The U.S. Marine Corps has committed to condﬁcting' EW beyond 2025 and is -
attempting to acquire the equipment needed to continue executing the mission. Dominance of
the electromagnetic spectrum, for the commander, will continue to be the goal of MAGTF EW

no matter what method is used. By planmn g to upgrade EW capabilities with the JSF, unmanned B

systems and new jamming technologies the USMC will significantly increase its organic
capability to conduct all aspects of EW. The new technologies, linked together via a network,
will provide access to battlefield information for more warfighters at all levels of the chain of
command. :

Introduction of new platforms and technologies to conduct:EW will coincide with the
~ reduction of existing subject matter experts, as the EA-GB is phased out of service. This will
" leave Radio Battalion (RADBN) Marines as the single community with the primary mission of”
conducting EW for the USMC. Historically, RADBN has focused on the terrestrial battlefield
- aspect of EW and was concerned with different types of enemy equipment than what will be only

part-of the target set for the JSF and UAS. The new roles that RADBN will need to fill will

require additional training and manpower to effectively conduct EW for the MAGTF. A

Additionally, the loss of a dedicated tactical aircraft to conduct EW will negatively affect -
the capability of the USMC to conduct airborne EW. The capability of the JSF to serve as a
dedicated jamming platform will be conflicted by the willingness of its operators to execute that
mission. Limitations on formal schooling, training time and rehearsal of EW missions will cause
electronic warfare to be simply a mission capability and not a skill set that can be executed with
any significant level of proficiency. The JSF will be a highly versatile platform, capable of ,
executing all functions of Marine aviation, but without a prioritized set of missions to perform in
combat it will become a “Jack of all trades and master of none.’

Solutions to the planned transition include assigning primary and alternate missions to

JSF squadrons or contracting personnel to serve as EW subject matter experts. JSF squadrons
with primary and alternate missions could focus their training and develop a deeperlevel of
expertise. Contracted experts would provide the level of knowledge, experience and continuity
needed to successfully conduct EW for the MAGTF. These contractors could be assigned to JSF
or UAS combat umts as well as to staffs that need the advice of EW experts.

Conclusion: The future capability needed to successfully conduct EW for the MATGF will
certainly exist, in the form of the equipment available, after the retirement of the EA-6B airframe
and beyond 2025. The piece that will be missing is the operational expertise in the field of
airborne electronic warfare during the transition period away from legacy equipment. EA-6B
pilots and Electronic Countermeasures Officers (ECMOs) have provided EW subject matter .
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expertise to the MAGTF for what will be almost 45 years, by 2019. These organic EW experts

have enabled mission success in technologically complex combat environments and have an

essential niche to fill in the future Marine Corps. EW will remain a critical war fighting
_capability for the MAGTF, and the ability to maintain dominance within the electromagnetic
“spectrum will be paramount as the reliance on advanced technology continues in the U.S. Armed

Forces. '
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Preface

This paper is the product resulting from concerns I anticipate in 8 to 10 years that will
occur to Marine Tactical Aviatiofi and the airborne Marine Electronic Warfare (EW) capability.
As an EA-6B Electronic Countermeasures Officer (ECMO), I anticipate that both the United
States Marine Corps and all of the Department of Defense (DoD) will suffer from a lack of
proficiency in being able to conduct all six functions of Marine Aviation and effective airborne
electronic warfare. The desire to shift DoD aviation capability toward unmanned systems and a’
common multirole platform, based on stealth technology, to ensure access to enemy targets and
provide air superiority will greatly limit the electronic warfare capablhty of the force to conduct -
airborne strikes deep into hostile territory.

In addition to a reduced proficiency in the conduct of EW, the USMC will devoid itself
of its subject matter experts in regard to airborne EW. This will force Radio Battalion Marines
to fill billets that are better suited for EA-6B pilots and ECMOs. An increased workload for
Radio Battalion will have the same effect that the assumption of an additional function of Marine
aviation will have on JSF pilots, decreased proficiency and less depth of knowledge.

I would like to thank the staff of the Weapons Requirements Branch (APW-41) at the

* Marine Corps Department of Aviation and the EA-6B staff at Marine Aviation Weapons and
Tactics Squadron One (MAWTS-1) for their assistance in conducting research for this project.
Their knowledge and insight concerning airborne EW and its application to the Marlne Corps

- was essential in completing my work.
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INTRODUCTION

The Marine Aviation Plan (MAP) is a consolidated action plan that outlines thé future
Marine Cozpé aviation organization based on cﬁ;:rent structure and planned future initiativgs.
The MAP is produced each fiscal year by the Deputy Comniandémt for Aviation (DCA) and
aﬁempts to provide a roadmap to mee'; the des,‘ired goals that the Commandant of the Marine
Corps has for the aviation element of the Marine Air Ground Task Force (MAGTF) uﬁﬁl 2025.1
Thé MAP is responsible for providing force Vstru’cture guidance for all six ﬁmf:tions of Marine
Avid‘cviqn.’ The six ﬁmétions of Marine Aviation are: assault support, aerial reéoﬁngis_sance,- anti-\ '
air warfare (AAW), offensive air support (OAS), control of aircraft aﬁd missiles and electronic
-warfare (EW). The MAP ensurefs’th.at the Commandant’s vision of the futu;e Corps is supported
_ By its aviation ass’éts' and reaciy to face an “irlcreasingly volatile and uncertaih fl.lﬁll‘@.”z
Howevér, as it is currently ouﬂiped in the MAP, the planned Marin¢ Corps transition to the Joint
Strike Fighter (JSF) and use of Unmanned Aj;'craft ;‘Sys';cms (UAS) to éonduct electronic warfare.
(EW) for the Marine Ajr Ground Task Force (MAGTF) after 2019 will deplete the USMC of its
subﬁect matter experts and create a need féf external sﬁpport to carry out the EW rﬁission.

The Fiscal Year 2011 MAP outlines the plan for the USMC to conduct-airborne EW by
de_scribing the scﬁeduled upgrades and eventual retirement of the EA—6B and introduction of the
Marine Corps Tactical UAS (MCTUAS). The EA-6B “Préwler” is one of two Tactical Aviation
(TACAIR) kple{tforms in the Department of DefehSe~(DoD) inventory with the mission of
cdnducting eleétronic attéck (EA), the other is the Navy’é EA-18G “Growler”. The USMC EW
plan cal_ls for a continued transition to the Improqu Capabilities (ICAP) HI version of the EA- -
6B by three of its four remaining sqliadrons and the retirement of the airframé beginming in 2016

and completing at the end of 2019. The MCTUAS will reach its initial operational capability

,1 ‘



(I0C) in 20b16. The MAP proposes that the follow on éystems that will replace the Prowler are
the inherent capabilities of the F-35B Joint Sﬁ‘ike F ighter (JSF), Next Generation Jammer (NJ G)
technolo gy and Unmanned Aircraft Systef;ié (UAS) with EW pqylo ads.’ Tﬁese new platforms
'aAnd tecfmolo gies Will be linked By énetwork and accessible at multiple levels of the éhain of
command. Introduéing this equipment dﬁring the simultaneous phasing out of pefsbnnel ﬁajlled
- to coﬂduct airborne EW will leave the USMC.u‘npr‘e.:pared to exploit the full potential of the new
_ hardware and lead to dependence on extemnal mf)pprt to successfully conduct service wide EW.
A technolé gical solution to the future conduct of MAGTF EW ié sufficiently plkann'ed out
by the Fiscal Year 2011 MAP and the Concept of Operations for Marine Air Ground Task F orlce |
Electronic Warfare. However, what thé MAP and Cbncept of Opel'a(ions for MAGTF EW
insufﬁciently address is what persqlmel willl provide the subject matter exﬁertise currently ,
resident in the USMC for EW a;fter the retirement of the Prowler and its \crev'vs. Ci;rrently the
Prowler and Rédio Battalion (éADBN) communities supply the MAGTF with the necessary EW |
experts. A shortfall in expértise is destined to arise with the elimination of one of those
communities. This particularly holds true when looking at’thie increased dependence that U.S.
' " Armed Forces have placed on technology that operates Wiﬂﬁn the electromagnetic spectrum
(EMS) to successfully cafry out their mission. A smaller number of EW experts and the
requirement fbr RADBN to increase in “capacity,,training, and ﬂexibility”4 will leave the USMC
playing catch up at a time of transition to new tecﬁﬁolo gies and feiiénce on the EMS to quickly :

and decisively-achieve mission success.

MAGTF EW MISSION

The mission of MAGTF EW is to “dominate the electromagnetic spectrum by targeting,

exploiting, disrupting, degrading, deceiving, damaging, or destroying” the enemy’s “electronid
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systems that supnort their i’nilitary operations.” By aqcomplishing this mission the ﬁ’ie_ndly
commander gains a decisive advantage and can exploit the EMS to successfully accomplish the
mission. As defined by Joint Publination 1-02, Electronic Warfare is any military action
involving the use of electromagnétic and directed energy to pontrnl the electromagnetic spectrum
or sttack the eneniyf Electronic warfa‘reis divided into three components which are: electronic -
attack (EA), electronic protection (Ei)) and electronic warfare suppnrt (ES). Each of these
components is used in conceri with c;ne another as a fdrm of fires to achieve spectrum
dominance.
Electronic,attack (EA) is the component “of electronic warfaré involving ihe use of
-electromagnetic energy, directed energy, or antiradiation weapons io attack personnel, facilities,
or equipmenf with the intent of degrading, neuﬁalizmg, or dsstroying. the enemy combat
C&i‘)&bﬂit}',’ﬂ EA is a non-kinetic form of fires which is predbminantly offensive in nature but
can also invqlve eléctromagiletic <iecepti0n efforts such as false or duplicate target gen‘eration..
The conduct of EA agsinst an enemy usuélly has the goal of preventing the use of RADAR or
cormminicaiion equipment to allow ﬁiendly forces to maneuver on the battlefield undetéctéd or
 restrict the enemy’s information flow. |
Electronic protectiOn (EP) is “‘that division of electronic warfare involving actions taken
to profect'pensonnel, facilities, and nqnipment from any effects of friendly br enemy-f use of the
electroniagnetic spectrumvth;clt‘ degrade, neutralize, or destroy friendly combat capability.”gl EP is "
normally passive in nature, such as the use of emissions control (EMCON) procédures but can
also include active methods such as deploying chaff yand‘other expendables. | Tihe scheme of
maneuver for groimd units can eniploy EP by placing ’;errain between the seleqted avenue of

approach and enemy forces. Additionally, most pieces of military equipment are built with a



certain degree of EP inherent in their design. These design features include radio frequency
shielding, directional antennas and reduced power modes. |
Electronic warfare support (ES) is the component ;‘of electronic warfare involvingv
actions tasked by, or under direct control of an operational commander to search for, intercept{_
identif;r, and Vlocate or locahze sources of intentional and; Vunintentiovnal radiated e1ectrornagnetic
~ energy for the purpose of immediate threat recognition, targetinlg, planning and conduct of future
operatiorrs.’v’9 | ES is basically a passive intelligence gathering effort that can be used to generate
| data necessary for a myriad of military functr'ons including physical destruction, EA, support of
InformationvOperations (10) and database creation. ES successfully exptoits an enerny’s
. electrornagnetic emissions and may provide inforrnation on enemy capabilities and intentions.'?
ﬁe resources organic to the MAGTF that are tasked with conducting EW are RADBNs
and Marine Tactical Electronic Warfare Squadrons (VMAQs). These units prirnarily conduct
EA and ES functions Whﬂe incorporating EP measures 1nto therr operations. Doctrmally, ,
. s1ngle RADBN provrdes support to a Manne Expedltlonary Force (MEF) but can be task
organized to support smaller MAGTF elements.™! Four VMAQ squadrons ex1st in the US MC to
| conduct EW for the force and generally one or two squadrons are deployed for combat
operations. Because of their limited numbers and specrahzed capabilities VMAQ squadrons
normally provide precedence of support to the joint force, leavmg RADBNS the only true
organic USMC asset for the commander to task. |
(The Electronic Warfare Coordination Cell (EWCC) is the entity within the MAGTF that
: coordinates and deconflicts EW activities between units andwmanages the overall effort t’or the
. commander. The commander is always the focal point for the conduct of operations and the

EWCC fallspunder the cognizance of the operations officer. The EWCC is scalable depending on

the size of the force it supports and its EW.subject matted experts are drawn from both RADBNs
4



and VMAQ squédrons. Additionally, EW partiéipation in the bigger mission of IO is conducted -

by the EWCC.1?

N

MAGTF EW TRAN SITION PLAN
The focﬁs of future /MAGTF EW efforts ié designed to defeat the anticipated threat

‘beyond 2019 with the ulttﬂaté goal of providing orgalﬁc EW capabilities to the 'commander. '
These organic capabilities will h‘enable the commander to maneuver within the EMS and rely on
the weapons and command and control systems that ensure mission rsuccess‘. H‘Oweyer, as the
equipment that we devéidp Coritinues to placé greatef reliance.on networks and data links, w‘e |
'provide.the enemy with the potential to exialoit our systems or deny us access to them. Our
adversaries have realized thlS potential vulherabil‘ity and plan to use it to their ad‘vantage.13

| The methods for MAGTE EW to prepare for future threats involve the “synergistic
integration of capabilities into a holistic system of systems (SoS) in order to providé the MAGTF
commander an o\rganic ability to control the electromagnetic spectrum at the ﬁme and place of

his choosing.”"*

The systems that will accomplish this will be network centric, Internet Pro‘tocof

(IP) based with software Tepro grar;;mable capabilities to allow fof non-kinetic effects to be

A delivere;d down to the lowest tactical levél possible. The concept. of a network of systems that is.
perpetually available and accessible to a multitude of users dowﬁ to the squad level requires that

“all components of that system be interoperable and that the'i.ﬁdividual users on the network be
sufficiently trained to access the network and comprehend thg information it provides.
Additionally, since the effects of non—ldnetic fires can adversely affect the coﬁduct’ of l\E[AGTF

operations, a controlling ageﬁcy‘ must be included in the sequence of clearing the use of EA.

Ilustrated below is the future vision of MAGTF EW, where collection and attack assets are



perpetually available and linked to the Marine on the ground. The network allows access to

information that individual decision makers determine are necessary for mission success.

Marme Corps Department of Av1at10n Weapons Requuemen‘rs Branch (APW-41) ﬂlustranon
Depiction of the future vision for MAGTF EW where air and ground elements are
continuously connected via a network. The network allows access by multiple users to the
information needed to achieve mission success based on the assigned task.

The proposed concept that Will be used to provide the SoS EW capability for the MAGTF
is called the Collabora’rive On-line Recorrnajssance Provider / Operatiorrally Responsive'Attack
Link (CORPORAL). CORPORAL Will be an architecmre of network enabled and‘irrt‘eroperable
components that are added to older platforms saeh as helicopters, jets and ground vehicles and
vintegrated\ with new systems such as UAS and the ISF.” CORPORAL will brovide real-time
surveillance of the battleﬁeld with 1 1magery and si gn.als intelligence (SIGINT ) to mfantry squad
leaders w1th the ability to access the network Access points could include portable laptops,

ground vehicle stations, or even hand held devices. The system‘would also allow individual



users to transfer target data across the network to be used for both kinetic and ndn—kjnetic
attacks.‘
The need ,for'a' controlling agency to exist to ensure that the disruptivé effects of friendly

systems do not impede mission success gives rise to a‘ﬁm'ction called Eiectronic Warfare Battle "
| Management (EWBM) EWBMis a co(m"r‘nand‘and control capability that provides a complete
- situational understanding'of the EW oinérational' enyironmeﬁt enabling friendly forces to manage
resources during the execution of an electronic warfare mission.”” The EWBM concept alloﬁs
for Buman interaction and decision making authority to prevent fratricide and reqﬁres the
expertise currently held byt Marines in the RADBN and EA-6B communities. ‘T he co1ﬁmand aﬁd
control level at which the EWBM ﬁmction.should be accbmplished has not been détérrﬂined. |
- However, for multiple users conducting displaced oiaerétions on a non-linear battieﬁeld the
authority to take Vactidn should reside at thé lowest level possi’ble‘ This will require a greater |
number.of well trained Marines’iﬁ the éonduct of EW and a better understanding of it.s effects on
all 'warﬁghters. |
o 'Transfonning the MAGTF EW capabilify to the 2025 timeframe Wﬂl also include _ R
change; to current assets;énd eventually the retirement from sefvice of otheré. The EA-GB is one
EW aséet that will expéﬁéhcé both upgrades and retirement before 2020. In Apﬁl 201 O”r_he first
of four-VMAQ;squadrons began the transition to .an ImprovedCapabilities (ICAP) Il version Q_f
the Prowler. The ICAP III aircraft has Comialetely upgraded ALQ-218 digital receiver suite

tﬂat significantly increases the platform’s signal targeting capability. This ﬁpgrade is the first o
. major mbdiﬁcation to the Prowler’s receivers sinée 1971 when it was ﬁrst introduced to the fleet.
The ALQ-218 is the samers‘ystel;n that was used by the Navy for its EA-18 Growler and bqth

platforms use ALQ-99 pods for EA. The ICAP III's upgraded receivers and computing capacity



prbvide greater situational awareness fqr aifcrew, allow for more preciée jamming; reduce
lifecycle costs and will provide increaéed aircraft reéldiness.18 |

'Transi£i0n to the ICAP 'III will conclude in fiscal year 2012‘at whiéh time the USMC will
maintain four squadrons of ﬁvg aircraft é:ach until 2016. All four squadroﬁs will continue to-

reside at MaﬁI;e Corps Air Station Cherry f’oint, as they currently do now. Beginning in 2016

the first VMAQ squadron wili decommission, with one squadron decdmmiséioning eacl‘;

s_uccéssive year until 2019. After 2019 the new systems acquired, éuch as the JSF ana UAS, will’l |

Fulfill the EA-6B’s role in MAGTF EW. ' |

Incl__uded w1th the decommiésioning of the EA-6B is a reducti on in the number of
perSOnnel trained for the Ele‘ctrohiCjCountenneasures Officer (7 588) Mﬂitary Océupational

Specialty (MOS). As mentioned before, core EW expertise' resides in fwo comrhunitiges 1n the

USMC and with the removal of one of thosé commuxﬁﬁes fhe EwW fuﬁcﬁon of MAGTF IO and -

- the EWCCwﬂl suffer; The USMC plans to train Electronic Countermeasures Officers (ECMOs)-
until 2016; however, the method to accompl’ish that is yet to be determined. Curfentl_y Marine
EA-6B pilots and ECMOs are trained at Electronic Attack Squadron One Two Nine, a Navy

| Fle;etheplacement Squadron (FRS). ‘Trainingis planned to continue until 2014 at 'th)e current |

FRS un‘;il the Navy fully _transitions to the EA-1 8G.. Once' the transition is c’omplete there will
notbea Nai(y training squadron to produce Marine Prowler alrcrew This will fdrce the USMC

to assume the training of the crews that will operate Prowlers until 2019.

FUTURE EW ASSETS -

The EW platforms of the future will be required to be expeditionary in nature and provide
-anumber of cap abilities that give flexibility to the MAGTF 001mnand¢r. These systems arey most .

likely to be smaller and more autonomous than the manned aircraft and ground vehicles that are

.



used foday.' According to the Corﬁmaﬂdant’s Marine Corps Vision and Szratagy 2025, tﬁe
“future Corps will be incraasingly reliant on naval deployment e 1eanef in equipment and -
versatile in capabilities” to provide flexibility to the commander and sufficiently meet the
demands af the hostile World we live in. 2 The evolutifoa of MAGTF EW will require more
access by a greater number of usérs over a diépersed area and delivergd'by a network of
autornatéd systems that respond to a remofe user’s request. The assets that provide these
capabilities will be technologically advanced and require an understand;ill g by the usef of fheir

capabilities, limitations and potentiai negative effects to mission/acootnplishment.

F-35B JOINT STRIKE FIGHTER |

| The JSF is the future MAGTF asset tﬁat best fits the Marine Corps Vision and Strategy

2025. The replacement of three TACAIR platforms (AV-8B, EA-6B and FAI-l 8) with one is the
| epitome of a system that is “versatile” and ‘;1aah”. The ISF will combine the basiﬁg flexibility of
| the AV-S_B with the multi-role capabﬂitiés, speed, and rnaneu\}erabil,ity of the FA-18 and the EW
.dominance of the EA-6B.2! A very low RADAR cross—’se_:ction,vsensoir integration and network
enabled capabilitieé will allow the JSF to successfully integrate into the proposed future of
MGTF EW and accomplish the six funbtions of Maﬁnc aviation as well. The inherventA
jarnming capabilities of tha aircraft along v;/ith the planned use af the Next Generation Jammer
(NGJ) will greatly éxceed the airborne EW capabilities that exist today. |
The NJG is a planned system that will replace the ALQ- 99 Tactical Jamming System

currently used for alrborne electromc attack and carried by the EA 6B. The md1v1dua1 ALQ-99
| _ pods are 15 feet long and Welgh about 1000 pounds. Each pod i is conﬁgu:red for a specific
flequency target set dependmg on mission requ:rements and ant101pated threats. The ALQ-99
pods are powered by an external ram air turbine (RAT) and contain two steerable antennas which

9
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are'capvable of generating a large amount of radiated power. NJG will be designed to defeat the
cemplex air defense systems of the rnodern world, data links and nen-traditionaltradio frequeney
"(R_F) thteatsi NGT will addtess the fundamental shortfalls of the ALQ-99 system including |
degrading relative capability over.time, limited number of simultaneous targets, limited :

interoperabﬂity and limited avaﬂability due to reduced quantiﬁes. The IOC for the NJG is

20187

ROTARY WING ASSESTS

\ The role that rotary wing assets will pfay in the future of MAGTF EW will be a new one.
Based on a plan of using a network archite'ctu;re to conduct EW, any available asset that could
serve as a node in the net~wou1d potentlally provnde greater coverage of the battlefield and more
: ﬁdehty of the operational env1ronment ThlS type of thinking has been tested with the
development of the Intrepid Tiger I pod. Intrep1d Tiger I began 1ts concept phase n 2004 and
reached I0C in 2005 Developed rapidly to meet an emerging threat dunng Operatlon IRAQI
FREEDOM (OIF), the pod was designed to defeat RF threats that were unique to that spe01ﬁc .
theater. Despite its initial limited scope the Intrepid Tiger pod was intéroperable with AV-8B
Ham'ers, FA-18 Honnets and the UH-IN Iroquois.

 The Intrepid Tiger program cbntinues today in the form of the ALQ-213 Intrepid Tiger II.

Thesecond version of the pod is equipped -\'Jﬁth an expanded ftequeitcy range to meet.new threats
’and has an in ﬂight capabﬂity to be repro gramrned for operaﬁonal and tactical flexibility. The .
- podis des1gned with an open architecture to allow for easy addition or swappmg of components
| and to simplify the future upgrade process. Additionally, Intrepld Tiger II will play a role in EW :

battle management and will contlnueto be mteroperable  with multiple legacy platforms, other

10



jamming equipment, inch;dir;g Counter Radio Controlled Improvised Explosive ﬁevice
Electronic Warfare (CREW) devices and 4™ Generation LITENING pods. - |

Intrepid Tiger II’s planneci interoperability and capabilities make it likely that integration
on future USMC rotary wing assets will occur. -‘This trend toward small, highly capable N
technologies will pave the way for the conceived MAGTF EW network. Such an EW nétw’ork
could be formed with the use of helicopters as nodes, including: MV-22B Ospreys, UH- 1Y
Venoms, AH-1Z Vipers and CH-SSK Sﬁper Stallions. The conceived benefits of an EW network

with rotary wing assets include their close proximity to the Marines on the ground,jwhich wquld'

provide updates across the net without the need for fixed wing or unmanned assets.

Marine Corps Department of Aviation, Weapons Requirements Branch (APW-41) photo.
Intrepid Tiger pod expected to be implemented on multiple USMC platforms.

UNMANNED AERIAL SYSTEMS

Man’ne Corps use of unmanned aerial systems -began in 1986 and the continued growth in
capabiiities and increased battlespace co'verége are a combat multiplier for the commander.
“UAS increase the lethality and effectiveness of our air- gréund téam by extending our influence
over time and space on the battle field. The near future will see these characteristics eXpénd to

2224

also include strike, electronic warfére, and combat logistics.”" New and more capable UAS will
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requlre alarger support structure and trained operators to effectively ut1hze these assets to their

- full potent1a1

MAGTF commanders utilize UAS from various groups of systems in the USMC
’invento\ry to atlgtnent manned air assets and achieve near continuous coverage. The UAS Group
naming convention is staridardized across$ the DoD and a platform’s Group is based on capa’oility
| | and logistics requirements. At the battalion level, the smallest systems are used to provide an
organic reconnaissance and surveilylance capability; «Titese lowest level assets belong ‘to Group. 1.
Group 2 UAS are larger than Group 1A and have' greater speeds and ranges. There are no eurrent.
~k or future Group 2 UAS plaﬁned for acquisition by the USMC." Group'3 systerns are larger and
* more corrtp‘lex platforms that operate at medJum altitudes and have a wide array of sensors that
they can carry, includingprecision guided Weapons. Additionally, they can operate from
unimproved surfaces and‘may‘not require a runway. vMarine Unmanned Aerial Vehicle
Squadrons (VMUSs) operate Group 3 and 4 systems through the use of a Ground Control Station’
(GCS) and are task organized to support the MAGTF. Group 4 and 5 UAS are the largest
S}tstems and bring with them the capabilities of ipcreased range, altitude and endurance. ’i‘he
tradeoffs assodiated with these systems are an incteased logistics footprint and the need for
nnproved surfaces for launch and recovery |
The UAS of the future that wﬂl prowde EwW support to the MAGTF W111 be a Group 4
platform called the Marine Corps Tactical UAS (MCTUAS). Currently the‘RQ-7B Shadow,
which is a Group 3 system, is filling the requirement for Marine Expeditionary Force (MEF ) and.
, Mal-ine Exp‘editionary Brigade (MEB) level support. - However the Shadow will be replaced n
fiscal year 2016 by a larger system Prior to being replaced by the MCTUAS the Shadow will |
have kinetic and non- 1c1net1c EW capabilities incorporated into 1ts 1mss1on suggesting that 1t w111

be the first UAS to carry antiradiation ordnance of some kind. Currently the Shadow has the
| 12



capability to augment Command and Control (C2) by serving as a radio relay and with the
continued de\}elopment of payloads such as CORPORAL it will increase access to commaﬁd
data networks for units on the battlefield. Once the MCTUAS replacés Shadow, the USMC will
possess an expeditionary platform with kinetic strike, Intelligence Surveillance and
Reconnaiséance (ISR) and EW capabilities.26

One emerging technology that has promising applications for use on UAS is calied the
Soffware‘Repro grammable Pﬁayload (SRP). The SRP is an'open-architecture reconfigurable
soffware radio that was origiﬁally designed to improve battlefield communications for the |
ﬁSMC. Initial capability of SRP has been incorporated into Shadow to provide netted
communications and radio rel%iys that are fully compatible with the current inventéry of tactical .
radios. T he design allows the SRP to support a wide variety of requirements including ISR and

an RF collection application that could be used for ES.?’

Marine Corps Department of Aviation, Weapons Requirements Branch (APW-41) photo.
Software Reprogrammable Payload (SRP) currently in use with Shadow and planned for use
in future UAS. (Compact disk in foreground added to show scale.)
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RADIO BATTALION
“The mission of the Radio Battalion (RADBN) is te provide communications secm‘ity

(COMSEC) momtormg, tact1ca1 signals intelligence (SIGINT) EW, and spec1a1 1nte111gence
| commumcatlons support to the MAGTE.”*® RADBN accomphshes its mission through the use
of an electronic attack set that enables operators to conduct EA agalnst low-VHF 51gnals from
various platforms that include high'mobility multipurpose wheeled vehieles (HMMWVs),
.helicdpters and the Mob.ile.ElectrdnieWarfare Support System Product Improvement Program

(MEWSS PIP). The MEWSS PIP vehicle is based on the USMC light armored vehiele (LAV)
and provides support ,to highly mobile mechanjzed operations. MEWSS PIP centajns a signals’ |
intercept syétem to deteet and categorize ﬁon-COmnuﬁicaﬁons*emissiohs, a direction ﬁnding
. capability and a secure communications system. 2

Upgrades to the equipment that RADBN will use as MAGTF EW evolves toward 2025

include the Techmcal Control and Analysis Center (TCAC), the Commumcatlon Emltter Sensmg
and Attacking System (CESAS) and the Tearns Portable Communication System-Multl Platform
Capable (TPCS-MPQC). TCAC is the Maﬁne Corps’ sem'of SIGIN”f system which fuses ‘
bintelligence from organic, theater and national coiléction adsets for djss&ninaﬁon to battlefield
MAGTF dsers. The CESAS is an advanced digi;cal EA system that will provide the commander

with the capabih‘ty to detect, d'eny and dismpt threat communications. TPCS-MPC is a semi-
automated SIGINT system th.at is capable of directiovn finding, perfefming computer—dided
sigdals analysis and providing i11dications and warnings to the MAGTF. 'fhe .fecus of TPCS- |
MPC is to be able to have continuous upgrades ‘witbh the use of C01nmereia1;0ff-The-Shelf "
(ClOTS)vand Nen—Developmental Item (NDI) teehnologjes. This will allox.v for modular
corfﬁgurations that have scalable functionality and can be employed on various vehicles in the

USMC inventory.
14
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GAPS IN EW CAPABILITY

The future of MAGTF EW is certainly a difficult problem to plan for and soive.
Consideration must be. give to the advancefhent of technolo gy, the restructmiing of manpower to
: prOV1de operators for the new equlprnent that will be fielded and the effect of mission
oonsohdatlon on single seat av1ators All of these issues will interact with one another to form
what W111 be the EW capability of the Marine Corps in 2025. No oneé area will ensure success or
failure. The technoloéy and training pieces are tangible and more quantiﬁable than the cultural
acceptance or willingness of Mannes to focus on lemmng riew skills specializing in EW. During
the transition period,"which coincideslwith the retirement of the Prowler, there willneed tobea
dedicated effort to ensure that the MAGTF does not devoid itself ofits EW expertise.

Advances in technolo gy have been a strength of the American Armed Forces since World
War II. The U.S. continues to be at the forefront of military hardware and w111 remain so for the
foreseeable future. The path that 18 planned for in EW is no different. Introduct1on of the J SF
,w1th its mherent EA capabilities, stealth and robust oommumoanons will allow for Mariné
aircraft to conduct EW in new ways. Combined with fhe option of emnloying the Next - 'A
Generation Jammer, the F-35 would truly'he a multirole pléfform. The only equ'ipment that
would be lacking would be a dedicated on board recei’ver system, such as the ALQ-2.18.\ The
mitigation for not having a receiver syetern would be to provide that type of information via data’
link.

Additionai planned technology aequisiti_ons for the USMC, suoh as Intrepid Tiger II, ’
CORPORAL and the MCTUAS, will ensufe thet elecfro1nagneﬁc superiority is maintained by
. the MAGTF. .T"he rapid response to the irnprovised explosive device (IED) thre!atsvduring
| Oneration IRAQI FREED OM dernonstrated how teohnolo gy, combined with resident expertise,

can be used to quickly correct areas of deficiency, such as not having_ CREW devices. However,
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obtaining these types of technologf fdr the future is not a foregone conclusion. The realities of
budget constraints and competing programs often prevent acquiring useful »equipment. The'
Mariné version of the JSF itself has recently been put on a two year probation périod and is
getting the personal attention of the Commandant. Recent and unknown futufeeconomic :
ﬁressures may ‘delay or tenminate programs that endanger eiectromagnetic spectrum dominance. ,
Also, beéause EW is not the first c@ncept that people think of when discussing armed conﬂi'c'_t, it
has the poténtial to be a lower priority when monetary cuts must be r’nadé.

Overall, from a technc;lo_ gy standpoint the USMC has a good plan to achieve si)éctrum
dominance. The unknowns of vthé future may lead to what would amount to delays in IOC dates
for the JSF, NJG and UAS with EW capability. The most likely causes of these delays would be:
the iack of technology maturation and budget cohstraints which will be adjudicated By thé needs
of the infantry Marine. Algo, in the acquisitioﬁ of any new item there will always be tradeoffs
between performance, schedule and cost which determine thé end producf’s operational
effeétiveness. The besf céurse of ac'tionthat‘ can be téken is to plan for the usé of tﬁese ‘
undeveioped technolo gies and focus théircdﬁabiﬁties on countering th¢ most‘likely aﬁd
dangerous anticipated threats of 2025.

Manpower will play thé most important role in preparing the MAGTTF for its EW mission
" of the f\uture, E[ust as the most critical resource of the Marine Corps is its Marines, the m‘ost
essential element of MAGTF EW is its subject matter experts. Technologies change over time
and tactics evolve with a changing threat but what is ess:e‘ntial is the presence of expeﬁenced
personnel that can operate new efquipment and implement new tactic'si. The truthfulness of this -
v beca;me all too evident for the U.S. Army during its experience in OIF. j
_ As the presence of U.S. forces persisted in Iraq and casualties quickly mounted due td

Radio Controlled Improvised Explosive Devices (RCIEDs) the Army realized that their service
. 16



lacked the EW expertise needed to céuﬁter the threat. This resﬁlted 1n the dependence on
expertiserfrorn‘ other services, especially the Navy, to save the lives of soldie:rs in Iraq.>®
Electronic Warfare experts were recruiﬁed from the deploying forces éf Navy, A1r Force and
Mariné squadrons and from billets around the seryices that Wére “non—deploying”. Any service
member With EW expérti'se was eligible to be recruited as an individual augment (TA) to help the
Army. The indirect effect of this reduced the end strength of other services” EW combat units -
and was not just a disruption of the career paths of a few sailors, ainﬁen and Marines. ‘

As with the plan to procure the right eqdprﬁent and to the dfedit of planners and
requirementé officers throughout the Marine Corps, steps have been taken in the ri gh‘é direction
attempting to prevent the USMC fro1;n' finding itselfin the sajﬁe position as the Army in OIF
Two of these steps include the creation of a UAS Ofﬁber Pﬁmary Military Occupational
Specialty (PMOS) and engagement with Manpower and Reserve Affairs to lﬁerage the expertise
of EA 6B ECMOS once the aircr aft is retlred Together these two measures will help address
* the emerging requlrements inthe UAS famﬂy of systems and preserve the EW expertlse needed
for initial use of technologies such as the NJG. However, retaining ECMOs and their EW
knoWledge as UAS Officers or mission planners §vi11 not provide a method for the continuance of
EW expertise in the service w1thout a profess1ona1 trammg facﬂlty Addltlonally, once the Jot of
former ECMOs has left the service there will be no Airborne Electronic Attack (AEA) spec:1al1sts' :
remammg in the MAGTF

| The consolidation of multiple functions of Marine aviation onto a single platform sounds‘
, faﬁtaétic frq1:n ‘a resource allocation point of vievx}. Truthfully though, the more tasks and the'
greater the dissimilarities between those tasks that a person is.asked to perform, tﬁe lesé
proficient at any one of them he will be. This _is desﬁned to happen with the plan of using the

- JSF to conduct aerial reconnaissance, anti-air warfare, offensive air support and electronic
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warfare. lraditioﬁally, fighter pilots have devoted the rnaj ority of their effort to perfecting the
‘difficult sciences of ordnance delivery and air-to;air combat. These two functional areas alone
would easily monopolize the training time and resources that a squadron could provide to its
pilots and \mth the addltlonal task of applying EW knowledge to accomplish a completely
different mission, some type of training w1ll be sacrificed.

The natural tendency for JSF pilots will be 0 rely on the cutting edge technology that
their platform provides without the ability to identify radio frequenc;t signals by their parametric
data or to truly study surface-to-air missile threats and understand their weakn‘esses. The
'consequences‘ of this type of mentality displayed themselves in Kosovo during Operation
| ALLIED FORCE on 27 March 1999 When the first combat loss of aF-117A occurred. ‘The
enemy’s successful engagement wasf conducted with the llSC ofa SA3 "employing 1960’s
technology. Clearly, technology provides an unparalleled advantage but it will never eliminate
miesion risk or conyince a determined enemy that victory is not achievable.

Consolidation of too many missions into the JSF Will effectively 'eliminate AEA experts
from the USMC Pilots can be only as proﬁc1ent as their training and experience allows and w1th
the lack of error that can be tolerated for del1vermg ordnance and defeating an air-to-air threat
there simply will not be time to focus on'EW. _The preservation of the EW expertise in the
Marine Corps will require that someone with aviation experience be involved in conducting the
~mission, either through the operation of a UAS or in sﬁpport of the JSF. Transitioning away
from having dedicated personnel perform the mission of airborne EW is a step baclcwa’rds in
which RADBN Marines, who trad1t1onally focus on battleﬁeld communications, Wlll be forced to
' leamn the tactics of suppressing an 1ntegrated air defense system (IADS) This will increase the

training requlrements for RADBN Marlnes due to the increased number of systems they wﬂl
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need to be familiar with and ask them to provide expertise in an airborne operating environment

with which they are not familiar.

" SOLUTIONS
Anticipatiori of the future ihreeit to the MAGTF ‘has been a driving factor_ in tailoring ihe

USMC in terms of perSonnel and equipment for .many years. Absolute certainty ce.n riever be

achieved wiien trying to predict the course of future world events or actions of nations.
However, one trend which can be expected to continue is the proliferation ef and continued

dependence on ie’chhology aiid the EMS to conduct military operations. This tren(i is absoluteiy :

true for the U.S..and the rising nation states of the world. Because of tiie U.S. reli'ailce on |
. technology alone, an organic eXperﬁee in EV\;f 1s neeessary for the Marine Corps. Without EW
_ experts; the iUSMC will find itself, at best, reliant on énother U.S. service for support and at
Worst, in a situation si1nilar to the Army’s‘ during OIF. Measure$ that could be taken to preserve <
ﬂie organic, EW expertise within the MAGTF include having JSF squadrens_ with the priniary "
mission of EW or contracting peréciimel to serve as sﬁbjee‘g matter experts. |

“The vast,ainount of aii—to—ground an(i air-to-air capabilities that ihe JSF brings to the

MAGTF is too great to 1iniit it to providihg only one functien and would be an inefficieni use of
assets. However, the designation of individual sqiladrons with primary and alternate missions
- would allow them to focus heavily on a set number of skills.. This would enable pilots to
increeise their proﬁciency in a smaller area and generate expertise, instead of trying to be ‘a “jack
of all tradesf’. For example, certain squedrone could have the primary nliesions of aerial |
reconnaissance and EW with the secondary \mission of offensive air support. This would allow
the squadron to prioritize its training schedule according to the 1nissioi1~it would be tasked io

accomplish in combat: Additionally, the personnel of the squadron could be given dedicated
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formal training to better understand the intricacies of reconvnaissance.and EW. Thes¢ squadrons
could be task organized into the MAGTF to provide‘ extra support where needed or none where
" replacing them with another unit spgcializiﬁg in anti-air warfare, for example, better suited -
mission requirements. The squadron would not be precluded frorﬁ carrying (;ut its secondary
'mission, if needed; but instead would eﬂsﬁre that every JSF squadron is not overly éapaBle in one
skill set and deficient in another.

The current plan of usiné the JSF in 'its very low observable mode until the “threat drives

»32 is a situation

you to [a] position that you would put [the] néxt generation jammer on some,
where pilots will be unfamiliar with the employment of the equipm.ent and their néw self induced -
lack of stealth. Additionally, this approach lends ifself to beiieving that attachin g apod of new
system of some type will solve the problem of defeating advanced surface-to-air threats..
'Emvployment of EA, Qsi)ecialiy iﬁ §upport of 10\%/ observable aircraft, is a tactic that requires
Adetajled coordination and training.\ However, ifa certéin number of JSF squadrons were
primarily focused on EA and did not think of themselves as pﬁrely stealth aircraft, then they
couid provide the organic EW supi)ort to the MAGTF when the mission re(juired. |
Tﬁe confracting approach to ,ﬁroviding‘ EW e;cpertise to the MAGTF would ensure that
the highest level of knowledge rémained resident in the force. These advisors would be
'. responsible for training, miséion planning aﬁd evaluating the performance of MAGTF EW
oﬁera;tions,. EW contactors would need to be educated and have experivence in both ground and
" airbome theaters. By having Marines carry out the missions planﬁed by EW experts, the
MAGTF would gaiﬁ a level. of proficiency that is absent in today’s force while prpviding '
contimity within wnits.
Contracting .subj ect matter e);perts also brings with it the ability for those individuals to

stay current with emerging technologies in a specialized field and interact with other specialists
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at universiﬁes and government laboratories. T he‘requirements‘of Marines to perform theif daily
tasks prevents them, except for a select few bilIets: from iﬂteracting with researchers from other
government organizations and having the ﬁeedom to ﬁavel to conferences. This would not be
the case fora eontrected organization that could have employees providing current information,
on the developments of new thi'eats, emerging technology and changing tactics used by the

enemy.

CONCLUSION

The desire of the Marine Corps to continue employing EW iﬁ the MAGTFisa |
commitment that must not only be‘met with the use of new technology but al‘so with the
pres'ervatioﬁ of organie expeftise. The USMC will need systems operators, schoolé', trajning‘
facilities and advanced technologies to pro-vide the commander the tools needed for mission
success. Wiﬂlout the entire cornplenienf of these items there will be a significant decrease 1:n
capability for the cefnbat force. Achieving this meens that the level of knowledge that currenﬂy ‘
exist within the USMC cannot .be allowed to expire. Whatever the path that is ultimately
pursued it must not be fc‘)rgotten that new eqﬁjpmentvis important in the conduct.of future warfare
but the individual Marine and his abilities are the true deciding factor in achieving victory.'

The retirement of the PrOwler and dispersion of its EW experts to otﬁer facets of the -
USMC ‘will sustain the MAGTF with expertise if it is done correctly. Former Pro§v1er ‘
,crewmelﬁb ers must be able to shape the employment o% the systems that assume the EW mission .
in the fu’uire and provide the time needed for RADBN to grow in size and scope. However,
simply providing a temporaiy fix for iiﬁtialiy implementing a network of UAS and the JSF will
not be the permanent solution. Instead, an acceptance by the JSF cOnﬁnunity of EW as an’

important mission and an understanding 6f UAS operators of the capabilities of their systems
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will need to be instituted. ».T he infaﬁtry Marine of 2025.‘ will also bear the burden of needin‘g to
understand the effects bf non-kinetic fires and how UAS with EW capabilities influence his
battlespace. Those Marines will requite academic training and practice using the advanced »
tactics at their dispbsai; Ultimately it will be the responsibility of the MAGTE commander to
ensure that the EW assets at his disposalfére sufficiently organized and trained to accomblish the-

mission.
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